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IT Asset Management barometer (ITAM)

>>> Angiv dine valg i kolonne E "Svar

=delvist og 2=Ja. Er sporgsmlet ikke relevant skrives 01 kolonne D "relevans”. Begynd eventuelt med at rulle ned til sektionerne "Center for Internet Security” eller "Pragmatisk..”

Kateqori Relevans Svar Soorgsmal Dine
©_[ITIL: Alle akiver skal veore unikt identificerbare og ligge | samme system

L Et sam\e( ITAM system som kan handtere alle ITAM processer

alle aktiver via ha\a el

1 res reqoimmssige Konroller fo vaiaicen af SKTvor TAN systamal
-Sikkerhed - Adgana il TAM skal ske sikkert hvad anaar protokol 0q brugere.

e Sikkerhed - af TAM systemet skal ske effer Klar retningslinjer i
= R Py e behov NIST CSF (10) Pragmatisk (13)
£ -Sikkerhod - Kiaro og tydelige
= Ifojer og zendring i maerkater for aktiver skal ske efer en struktureret ndringsproces 0%
omplance - Proces fo at isolere oller flome akfiver som or End of ife (EOL)
ompliance - Proces for licenser med installorelsof
ompliance - Proces forat indk sa overholdt
old styr pa veerdien af aklver nklusive afskrivinger I
e en kandt procedur o proces o borskafelss FTARIWT Compliance med et ITAM
S ID.AN-1: Physical devices and systems wilhn the organizalion are Tnventoried (OIS 14.25] metodik?
'= s oftware platforms and applications within the organization are inventoried (CIS 2.1-2,2.4-5)
32 esources (e.a. hardware. devces. data. me. personnel. and software) are oriorlized based on theirclassification_crialiy.and business value
Bz  critical functions for delivery of crtical services
°s lsenies 155060, manaoed, verfed.tewoked. and auded or users and orocesses (OB 171
22 Identities are proofed and bound to credentials and asserted in interactions (CIS 1.8)
58 Assels are formaly managed thoughout removal, ransfers, and disposilon (GIS 145
B Intearity checkina mech: used to veif software_ frmware. and informaion intearit (CIS 2691
o Integrity checking mechs used to verify hardware integrity
z -7: Monitorina for unauthorized personnel. connections. devices. and software is performed (CIS 1.1-3+2.3+2.6-9)

_CSF:

7.01: Utlize an Active Discovery Tool (1G-2)

CIS 1.02: Use a Passive Asset Discovery Tool (I6:3]
l_ms.

1.03: Use DHCP Logging (0 Updae Asset Inventory (1G-2] m as Mt pragmatik
cis inan Dot Assot imontory (G-1

Cis Linventory Information (IG-2)

cis ress Uiz Aarte (57 dyidt af

CIS 1.07 Deploy Port Level Access Control (1G-2)

'ﬁ L08: Utize Client Certiates to Authenticate Hardare Assets (G-3) p—

CIS 2.01: Maintain Inventory of Authorized Software (1G-1)

IS 202 Ensur Sofvaro s Suppored by Vendor (G-1)
CIS 2.03: Utilze Software Inventory Tools (1G-2]
CIS 2.04: Track Software Invento \n(ormalmn (G-2)

S 2.05: Intearate Software and H tinventories (1G-3)
CIS 2.06: Address unapproved imars (G-1)
CIS 2.07: Utilize Application Whitelisting (1G-3)

CIS 2.08: Implement Application Whitelisting of Libraries (G-3)
CIS 2.09: Implement Application Whitelisting of Scripts (1G-3)
CIS 2.10: Physically or Logically Segregate High Risk Applications (1G-3)
o ITAM aktiver samies [ 6t system (Fokus pd hardware og software)
P ondagelse af uden agenter
ik Incdlingof harware g softwar | levant dynamiske grupper
med ejer,
adgang til ITAM baseret pé roller
lapning ardware,sofiare og systemer or delor muig g rlevant
porier, dahboards og slarmer baserot ps o
: Fokus undvrslnl'm s 18 kontrlorss
: Fokus brug jheder
Cintrface il andre systomer hvor detor meiigt-1TSW, Endpoin Waragement, PAW o7
roces for at justere installerede licenser med ejede licenser
roces for for og rettelse af scannings fejl
roces for at fierne
roces for at fjerne uautoriseret hardware
roces ITAM systemet - regelmassigt
roces devices oa software som er EOL - regeimaesiat

Center for Internet Security (18)

Pragmatisk tilgang (16)
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